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1 Process for Setting Up Integration with
SAP Task Center

Setting up integration between SAP SuccessFactors and SAP Task Center is a multistep process that requires
configuration on both sides of the integration.

Here is an overview of the process:

Enable the integration in SAP SuccessFactors, following instructions in this guide.

Download a trust certificate from SAP Cloud Platform cockpit, following instructions for SAP Task Center.
Register a OAuth2 client application in SAP SuccessFactors, following instructions in this guide.

Save the APl key generated during the OAuth2 registration.

® Note

AW

To view the API key, go to |[+ Admin Center » API Center » OAuth Configuration for OData 3 and choose
View on the registered application list.

5. Configure a new destination in SAP Cloud Platform cockpit, following instructions for SAP Task Center.
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2 Supported Tasks for Enhanced To-Do

Integration

Get an overview of the to-do tasks supported by Enhanced To-Do Integration.

Module

Task Type on SAP Task Center

Comment

Opportunity Marketplace

Assignment Offer

Opportunity Marketplace

Employee Change Requests (Assignment

Application)

Opportunity Marketplace

Employee Change Requests (Assighment

Publishing)

Opportunity Marketplace

Employee Change Requests (Accept
of Assignment Offer)

ance

Performance & Goals

Evaluate Performance

Performance & Goals

Collect 360 Feedback

Compensation

Compensation Planning

Recruiting

Interview Assessment

Recruiting

Offer Approval

Performance & Goals

Calibrate Ratings and Results

Employee Central

Foundation Object Change Requests

Employee Central

Foundation Object Change Requests -

Sent Back

Employee Central

Employee Change Requests

Employee Central

Employee Change Requests - Sent B

ack

Employee Central

MDF Workflow Requests - Employee-Re-

lated

Employee Central

MDF Workflow Requests

Employee Central

MDF Workflow Requests - Employee-Re-

lated, Sent Back

Employee Central

MDF Workflow Requests - Sent Back

Employee Central

Time Off Requests

A Restriction

For employees with a clock-time
based profile, SAP Task Center only
tracks the time duration, but not

the start and end date of the ab-
sence. This affects single day absen-
ces only, not multiple day absences.
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Module

Task Type on SAP Task Center

Comment

Employee Central

Employee Profile Complete

Employee Central

Temporary Time Information Approvals

Platform

Job Profile Requests

Platform

Job Profile Change for My Acknowledg-
ment

Employee Central

Time Sheet Requests

Succession Management

Talent Pool Nominee

Employee Central

Alerts

Employee Central

Workflow Delegation Request

Part of Auto Delegation

Employee Central

Upcoming Delegation

Part of Auto Delegation

Onboarding Complete New Hire Tasks

Onboarding New Hire Data Review

Onboarding Offboard Team Members

Onboarding Complete Knowledge Transfer Tasks

Onboarding Offboard Team Members

Onboarding Perform Rehire Verification

Onboarding Complete e-Signing of Employee Docu-
ments

Onboarding Complete Section 2 and Section 3 of

Form I-9

Succession & Development

Mentor Approval
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3 Enabling Push of Task Updates to SAP Task

Center

To enable task updates to be pushed to SAP Task Center, you need to register SAP Task Center in the Integration

Service Registration Center in SAP SuccessFactors.

Prerequisites

* You've created a new service instance as described in step 1 under Creating the Primary Destination with the

Technical User.

® Note

In this step, you get the service key that contains the values required for the Integration Service

Registration Center.

* You've enabled Admin Alerts 2.0 in your system. For more information, please refer to Admin Alert Versions.

Procedure

1. Inthe SAP SuccessFactors system, register SAP Task Center on the Integration Service Registration Center
page as described under Registering your Tenant for an Integration Service.

2. Inthe Integration Service Registration Center, enter the service key details you received when following the

prerequisites for creating a new service instance.

Integration Service Registration Center for SAP Task Center

Required Entries

Details

Destination URL

Copy the "endpoints" > "inbox_rest_url" link from the service
key into this field.

Remove everything that comes after ".com".

OAuth URL Copy the "uaa" > "url" link from the service key into this field.
Add "/oauth/token".

Client ID Copy the "uaa" > "clientid" link from the service key into this
field.

Client Secret Copy the "uaa" > "clientsecret" link from the service key into

this field.

3. Choose Register.
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4. Choose Ok.

Next Steps

If the registration is not valid, the push of to-do tasks to SAP Task Center fails. In this case, you get an alert in the

SAP SuccessFactors system for the [ Admin Alerts 2.0 » Domain Event » Failed Domain Events J alert type. You
then need to correct the data on the Integration Service Registration Center page.
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4 Registering Your OAuth2 Client Application

Register your client application so that you can authenticate APl users using OAuth2. After you register an
application, you'll get an exclusive API key for your application to access SAP SuccessFactors OData APls.

Prerequisites

You have the |» Manage Integration Tools » Manage OAuth2 Client Applications 3 permission.

Procedure

8

Log into your instance as an administrator.

Go to|r Admin Center » API Center » OAuth Configuration for OData 3 and choose Register Client Application.
You can also access the tool by searching Manage OAuth2 Client Applications in Action Search.

On the new OAuth client registration screen, enter the following information:

Option

Description

Company

The name of your company. This value is prefilled based on
the instance of the company currently logged in.

Application Name

(Required) A unique name of your OAuth client.

Description

(Optional) A description of your application.

Application URL

(Required) A unique URL of the page that the client wants
to display to the end user. The page contains more informa-
tion about the client application. This is needed for 3-legged
OAuth, however it isn't currently supported.

Bind to Users

(Optional) You can enable this option to restrict the access
of the application to specific users including business users
and technical users.

® Note

A business user in this context is a user who has permis-
sions to call SAP SuccessFactors APIs for integration
purposes.

A technical user is a system-generated user created for
integrating SAP SuccessFactors with other SAP prod-
ucts and solutions.

Refer to About Technical User for more information.
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Option

Description

User IDs

(Required if you enabled the Bind to User option) Enter the
user IDs separated by comma.

The binding of business users and technical users works as
follows:

® If youdon't bind any user to the application, all business
users can request OAuth tokens but technical users
can't.

® If you bind both business users and technical users to

the application, only these users can request OAuth to-

kens.

If you bind only technical users to the application, these

technical users and any business user can request

OAuth tokens.

If you bind only business users to the application, only

these users can request OAuth tokens.

® Note

Contact your system administrator or Technical Support
if you don't know the technical user ID of your instance.

X.509 Certificate

Integrating SAP SuccessFactors HCM Suite with SAP Task Center
Registering Your OAuth2 Client Application

(Required) The certificate corresponding to the private and
public key used in the OAuth 2.0 authentication process.

In this flow, SAP SuccessFactors require the public key and

the client application has the private key. To register a client
application, you must install the public key in SAP Success-
Factors.

You can obtain a certificate from a trusted service provider,
or generate a self-signed certificate using a third-party tool.
Either way, the certificate must be encrypted using a secure
signature algorithm. Although both RSA-1 and RSA-2 algo-
rithms are supported, we recommend using RSA-2 for better
security.

If neither option is available, you can also generate an X.509
certificate in SAP SuccessFactors. If you choose to provide

For more information, see the Related Information section of
this topic.

® Note

For better security, we recommend that you use a self-
signed certificate or one from your trusted service pro-
vider.
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Option Description

Ina. pemfile, the X.509 certificate is a
BASE64-encoded string enclosed between - - - - -
BEG N CERTI FI CATE- - - - - andj=i=i=i=i- END
CERTI FI CATE- - - - - . Enter only the enclosed string
without the beginning and ending lines. Otherwise, an

error occurs.

A Caution

When you change or regenerate an X.509 certificate
for an application, the existing application client config-
urations are invalidated. This could lead to application
failure until you update the configurations with the new
certificate information.

4. Choose Register to save your registration.

Results

You've successfully registered your client application for OAuth2 authentication. An APl key is generated and
assigned to your application. You can view the APl key by choosing View on the registered application list.

You can also edit, disable, and delete an OAuth?2 client registration.

4.1 Creating a X.509 Certificate Using Your Own Tools

You can use tools such as OpenSSL to create an X.509 certificate.

Prerequisites

There are different tools you can use to create X.509 certificates. In this example, we'll show you how to use
OpenSSL to create a certificate. For Windows users, download the tool at https:/www.openssl.org # . For Mac and
Linux users, OpenSSL is available with the native command-line tools such as Terminal.

Context

X.509 certificates are used in many Internet protocols, including TLS/SSL. An X.509 certificate consists of a public
key and a private key. The public key contains the identity information, such as a hostname, an organization, or

Integrating SAP SuccessFactors HCM Suite with SAP Task Center
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an individual. The public/private key pair is used to establish secure communication between your application and
SAP SuccessFactors.

Procedure

1. Gotothe OpenSSL library in your command-line tool.

For Mac and Linux users, call OpenSSL directly in the command tool under the default path. For Windows
users, the entry point is the openssl binary, located in the installation folder, for example: C: \ Pr ogr am
Fi | es\ OpenSSL- W n64\ bi n\.

2. Usethe openssl command to create an X.509 certificate. The example below shows how to create a
certificate using the recommended SHA-2 signature algorithm:

$ openssl req -nodes -x509 -sha256 -newkey rsa: 2048 -keyout private.pem -out
public. pem

® Note

pri vat e. pemand publ i c. pemare the example names of the public/private key pair generated with this
command. You can change them to any names of your choice.

Although SAP SuccessFactors support certificates signed using either SHA-1 or SHA-2 algorithms, we
recommend that you use SHA-2 for better security.

3. Enter the following information when prompted:
Provide at least one of these values to create a certificate.

Option Description

Country Name Enter a two-letter country code of the entity to which the certificate is issued. A
country code represents a country or a region. Example: AU

State or Province Name Name of state or province of the entity to which the certificate is issued.
Locality Name Name of locality of the entity to which the certificate is issued.

Organization Name The entity to which the certificate is issued.

Organization Unit Name The organization unit of the entity to which the certificate is issued.

Common Name The hostname or IP address for which the certificate is valid. The common name

(CN) represents the hostname of your application. It's technically represented
by the commonName field in the X.509 certificate. The common name doesn't
include any protocol, port number, or path. For example: www. best r un. com

E-mail Address Enter your e-mail address.

Results

A public/private key pair is generated and saved to the local drive with the names you specified in the command.

Integrating SAP SuccessFactors HCM Suite with SAP Task Center
Registering Your OAuth2 Client Application PUBLIC 1



A Caution

Only the public key is required when you register an OAuth2 client application in SAP SuccessFactors. The
private key must be kept secure under all circumstances. Do not share the private key with others. If you lose
the private key, you must create a new certificate.

Example of a public key:

----- BEG N CERTI FI CATE- - - - -

M | B9j CCAV+gAwW BAgl UKR82Lgt kNBccdypYD26K87zZ+vYWDQYJKoZl hvcNAQEE
BQAWDTEL MAk GA1 UEOWWCRVAWHhc NMTKwOT | 2 VDI wiNDUy Whc NIMTk x VDI 2 VDI wiNDUy
W ANMOQs wCQYDVQQL DAJ FUDCBNnz ANBgk ghki GOWOBAQEFAACB] QAWY Yk Cg YEAWKY a
NZCOCGcuY90/ BudS+qQ c+A31uMBnit m 60R1i Ej gEWEBCxSi Db2h8nmi Xwkul 9W
ebaazP7hkqkdNoJgV/ 6NE7++GKyy S8f | hJgeWSb6Eel Mrhj QOnZKzbZX5ms31 91n
twzkcHt KCQ / gi / Rouhl k/ P/ QVer z SgHUHgJ Ny 0 CAWEAAaNTMFEWHQYDVROOBBYE
FHHbggnnhmB8GAJ4gy 21 uEDxpLye7VB8GALUdI wQYMBaAFHHbggnnhnBGAJ4gy 21 u
EDxpLye7MA8GALUd EWEB/ WQFMANVBAF 8wDQYJKoZI hvc NAQEEBQADg YEAGE Coqc Ey
15vUpj 5Vf JeR/ DS70t Pl i np/ TCCOkRQO ++TSnPbqgVcf Pr 8vl yc4L3MPKj XFBsef E
vt f HGGucVt v5EN1+4U/ b9ONx NFbuH2MP7WBswZ4WW7 2Na+W6i Chwes Or Op31 cOf xc3
RNCnagFnt bDFXAl PXQ0d+mt+N5gx LRoCX1hE=

----- END CERTI FI CATE- - - - -

Example of a private key:

----- BEG N PRI VATE KEY-----

M | CdQ BADANBgkghki GOWOBAQEFAASCAI 8wggJbAgEAA0GBAMCY 2j W hnLnPdP
wbnUWv gkl nPgN9bj PJi 7Zi & EdYhl 4BFhgQsUog290f JkCYI 8JLpf VnnRnsz+4ZKp
HTaCYFf +j RO vhi sskvHyl SYH kmthHpTBYYONJ2Ss22V+Zr NyPdZ7cMbHB7 Sgkl
v4l vOaLoZZPz/ OFXK800B1B6i Tct AgMBAAECgYAI d5vVsUJ6gt 2egHobkF97Rbsu
9PBcWLJIt VWUTUW | LYRI F7VKEi r bYnDy O4spOTgozx1dM.m qqAX61 DOWL14kN g
| z1c2/j My+YGp+FNG ULygj f | wt & pX8Q0qYW a50ar zVbbGAlcvpH yNMGV7ur e
7syrj | XU ghkaKr xgQIBAGbVbGTVr / 5xxScB1mPYoBe02J My TzuVWt s7Nyf xXJu
wov Uo VDL V+2wuDE4w8/ gUKKf 26e0j n3kwD708V6l GAk CQQDVr VC7He XY U4wkr 5S
JPMX Al nORUf 6LgFpgl DPDKpg7VUt i 1A9aQUbddx| cudFj C67ksr 2yU9sOLQgh3A
+2CGFAKAVK RDavsVI 48h5asWR11C3YJe3t Dhowd48Dnc Ny pUX/ dop+JyKnJaJBzj K
nxkN ontN9Kaj nD3v9BH 1yt ewi 5AkA81 AWscUc/ kJr Uzi XhpWYD3v Xy k YGENdn6
NSkx0dmipr Zi f NSI B7nAydugqqXTedeVyNxxN3d9PyZs5Ar Puno2l AKAQBW HbqGA
JI O6RO+D6H WwpCaQDoh6H +84nblew2SuUwlnFx ROxgf sRVNUe+ahs3nSI hobaO
€cqS0ZSBt NDxV

4.2 Creating an X.509 Certificate in SAP SuccessFactors

You can create an X.509 certificate in SAP SuccessFactors HCM suite if you're unable to create a certificate using
your own tools.

Context

A Caution

We don't recommend creating the X.509 certificate in the API Center and downloading the private key. It's a
less secure approach because downloading the private key increases the risk of exposing it. Only consider this
approach you're unable to create an X.509 certificate using your own tools.

Integrating SAP SuccessFactors HCM Suite with SAP Task Center
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Procedure

1. Log into your instance as an administrator.

2. Gotoll Admin Center » API Center » OAuth Configuration for OData 3 and choose Register Client Application.
You can also access the tool by searching Manage OAuth2 Client Applications in Action Search.

3. Onthe new OAuth client registration screen, choose Generate X.509 Certificate and enter the following

information:
Option Description
Issued By Value set to SuccessFact or s
Common Name The hostname or IP address for which the certificate is valid. The common name (CN) represents
the hostname of your application. It's technically represented by the commonName field in the
X.509 certificate. The common name doesn't include any protocol, port number, or path. For
example: Wwww. best run. com
Organization (Optional) The entity to which the certificate is issued.
Organization Unit (Optional) The organization unit of the entity to which the certificate is issued.
Locality (Optional) Name of locality of the entity to which the certificate is issued.
State/Province (Optional) Name of state or province of the entity to which the certificate is issued.
Country (Optional) Enter a two-letter country code of the entity to which the certificate is issued. A
country code represents a country or a region. Example: AU
Validity (Optional) The number of days for which you want the X.509 certificate to be valid. If left empty,

the validity defaults to 365 days.

® Note

Validity check works only when the Enable validity check option is selected.

Enable validity check  Indicates whether or not the system checks the validity of the certificate. If disabled, the certifi-
cate never expires. If checked, you can either specify the validity period in days in the Validity
field, or leave it empty so that the validity defaults to 365 days.

4. Choose Generate.

Results

A new X.509 certificate is generated and filled in the X.509 Certificate field on the new OAuth2 client registration
screen. Continue your registration in Registering Your OAuth2 Client Application [page 8] with this certificate.

A Caution

Both the public key and private key are available to you in the generated certificate. You must save the private
key before you register your client application. Only the public key is available for viewing when the client
application is registered. The private key must be kept secure under all circumstances. Do not share the private
key with others. If you lose the private key, you create a new one.

Integrating SAP SuccessFactors HCM Suite with SAP Task Center
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5 Post Refresh Activities for Instance Refresh

Specific post refresh activities for the SAP SuccessFactors integration with SAP Task Center are required if you use
the Instance Refresh tool.

Once you receive an email notification with refresh status as Successful, you must perform the following activities:
¢ Configure the Identity Provisioning Service (IPS) user sync so that the new user data is synced to SAP Cloud

Identity Authentication Service (IAS). For more information, please refer to Post Refresh Activities.

* Delete the property inbox.enabled, and add it again with the value true after a couple of minutes.
This deletes the Task Cache and repopulates it for the primary destination. For more information, please refer
to Creating the Primary Destination with the Technical User.

Integrating SAP SuccessFactors HCM Suite with SAP Task Center
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6 Change History

Learn about changes to the documentation for Setting Up Integration with SAP Task Center in recent releases.

2H 2023

Type of Change Description More Info

Change We removed the page Enabling To-Do Supported Tasks for Enhanced To-Do In-
Task Integration Between SAP Success- tegration [page 4]
Factors and SAP Task Center because
you don't need to upgrade Enhanced To-
Do Integration anymore. We've also re-
moved references to the Enhanced To-Do
Integration upgrade center action.

Changed We have moved the Change History to the Process for Setting Up Integration with
end of the guide. SAP Task Center [page 3]

1H 2023

Type of Change Description More Info

Change We removed the page Reduced Scope
because we now support global assign-
ments and concurrent employments in
Employee Central as well as attachments.

Change We've added a note that states that debug
locales aren't supported.

Changed We added new tasks from Opportunity Supported Tasks for Enhanced To-Do In-

Marketplace. tegration [page 4]
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2H 2022

Type of Change

Description More Info

Change

We added that the permission
|} Administrator Permissions > Manage
Workflows > Prevent Quick Approval of

Workflow 3 hides approve/decline but-
tons in to-do approval tasks.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

®  Links with the icon [ : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your agreements
with SAP) to this:
®  The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
®  SAPdoes not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
L]

Links with the icon &: You are leaving the documentation for that particular SAP product or service and are entering an SAP-hosted Web site. By using such links,
you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this information.

Videos Hosted on External Platforms

Some videos may point to third-party video hosting platforms. SAP cannot guarantee the future availability of videos stored on these platforms. Furthermore, any
advertisements or other content hosted on these platforms (for example, suggested videos or by navigating to other videos hosted on the same site), are not within the
control or responsibility of SAP.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use the
experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your feedback
(e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax and
phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of example
code unless damages have been caused by SAP's gross negligence or willful misconduct.

Bias-Free Language

SAP supports a culture of diversity and inclusion. Whenever possible, we use unbiased language in our documentation to refer to people of all cultures, ethnicities, genders,
and abilities.

Integrating SAP SuccessFactors HCM Suite with SAP Task Center
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